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1 Mobile communication and the protection
of children
The design, development, and public introduction of new generation devices
such as third generation (3G) mobiles present a formidable challenge of pro-
tecting children and young people from inappropriate materials and other
dangers. Of immediate concern is illegal and harmful content. Other concerns
include unwanted content such as unsolicited messages (spam) and privacy
issues.1
This thesis aims to study the protection of children in a convergent environ-
ment2 based on two themes: the rapid development of technologies which
may prompt the need for a new adequate regulatory framework.
The first theme focuses on the application of new communication techno-
logies as facilitative instruments in the abuse of children and young people.
There are in threemain areas of increasing concern, i.e., (a) content, (b) contact,
and (c) commercialism; we will call them the three Cs. The first theme will
briefly examine the three Cs through the prism of sociology, cognitive science,
and psychology. This represents the first part of our investigation.
The second theme investigates to what extent the existing regulatory
framework is adequate as an efficient protection mechanism against the con-
cerns. If it turns out that the degree of adequacy is insufficient then the task
is to prepare a new adequate regulatory framework.
The second theme constitutes the second and the legal parts of our study.
It will guide our path along a comparative legal study of the regulatory
measures as adopted inHong Kong on the one hand, with regulatory practices
1 See for example, Wright, D., Gutwirth,S., and Friedwald, M., Shining light on the dark side
of ambient intelligence, (2007), Foresight, Vol. 9. No. 2, Emerald Group Publishing Ltd,
available at http://www.emeraldinsight.com/Insight/ViewContentServlet?Filename=/
published/emeraldfulltextarticle/pdf/2730090205.pdf, see further SWAMIproject funded
under the European Commission 6th framework Program - European Commission (EC)
(2003), Work Programme for the specific programme for research, technological development
and demonstration: ‘Integrating and strengthening the European Research Area’, specific
activity covering policy-orientated research under “Policy support and anticipating scientific
and technological needs” (SSP Call 3), Brussels. SWAMI is the acronym for Safeguards
in a World of Ambient Intelligence. See further Security and Privacy issues in Location
Based Services, available at http://www.roseindia.net/technology/LBS/security-and-
privacy-issues-lbs.shtml
2 By using ‘convergent environment’ we mean the coming together of network technology,
equipment technology, services, and markets. A detailed description is provided for in
Chapter 7.
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and arrangements of other jurisdictions, on the other hand. The main idea
is to develop a viable regulatory strategy in mobile content regulation that
is applicable in Hong Kong as well as worldwide. The strategy should fit in
the new framework and, conversely, the new framework should perfectly
embrace the new strategy.
The first chapter constitutes an introduction to the topicsmentioned above.
In Section 1.1, we formulate two challenges, viz. (1) the provision of content
of an illegal or harmful nature, and (2) the use of the interactive services
offered bymobile technology and the Internet. Section 1.2 describes the histori-
cal background of the Internet as amodern form of communication. In Section
1.3, we deal with mobile Internet, its benefits and risks. In section 1.4, we
discuss the question whether the Internet should be controlled, if so, who
should bear the risk, and the limitations of direct state intervention. In Section
1.5, we formulate our problem statement. Our research is guided by four
dedicated research questions formulated in Section 1.6. The researchmethod-
ology applied is described in Section 1.7. The structure of the thesis is given
in Section 1.8.
1.1 TWO CHALLENGES OF NEW GENERATION MOBILE DEVICES
The rapid development of communication technology and in particular of the
new generation devices has spurred concerns over the delivery of new inter-
active mobile services and the content of such services. Mobile services
encompass a diverse mix of broadcast, media, entertainment media, and
personal software applications. The wide variety and the interactiveness of
the content and services is particularly attractive to children and young people.
Without any doubt, the range and variety of mobile content services will
continue to evolve. Mobile content and services can be provided by third
parties (content providers) and the network operators themselves. It can also
be provided over an open network platform such as the Internet. With mobile
content services and services forming a major revenue generator for network
providers, societal concerns have led to calls for the regulation of such content
and services. The reason for such calls has been based on
1 the provision of content of an illegal or harmful nature and
2 the use of the interactive services offered by mobile technology and the
Internet which are been used to facilitate the abuse and the commission
of offences against children and young people.
The two elements above can be seen as two challenges which require legal
measures. Therefore they should be thoroughly investigated and adequate
solutions should be proposed. With the continuous development of mobile
telecommunication and wireless networking technologies, it is vital for the
protection of children and young people that an urgent and effective regulatory
Chapter 1 3
regime be developed tomeet these challenges now and in the future. Of course,
we have observed that some regulatory frameworks already exist for mobile
content regulation.Wemention here two examples, (a) Australia’s Schedule 7
on-line content scheme (described in greater detail in Chapter 7) and (b)
Singapore’s voluntary code of practice for self regulation of mobile content
in Singapore.3 However, we believe that by and large various jurisdictions
are in the stage of experimenting and learning from each other so as to arrive
at the best approach to adopt. This belief asks for serious in-depth studies and
adequate proposals to improve the current legal frameworks.
1.2 THE INTERNET AS A MODERN FORM OF COMMUNICATION
Towards the end of the 20th century, mankind found itself in the midst of an
information revolution where it saw words such as information superhigh-
way,4 cyberspace, and knowledge-based society.5 Castells (1996) observed
that the information-technology revolution has introduced a new form of
society – a network society.6 The essence of the revolution was the manner
in which the information was created, stored, and distributed. In no small way,
the revolutionwas greatly edged on and aidedwith several innovative techno-
logies such as computerisation, compression technology, digitisation, and
telecommunications. Indeed, the revolution and the emergence of new techno-
logies arose out of the interaction between digitised content, convergent
platforms, and global communication networks. With the development of the
Internet, new possibilities of a network society such asWeb 2.0, social network-
ing sites, chat and 3D virtual world have emerged. A prime example of a 3D
virtual world is Second Life.
Below we provide a brief overview of the rapid growth of the Internet in
order to understand the development and to be able to extrapolate the results
towards future expectations. We start in Subsection 1.2.1 with a condensed
3 Voluntary Code for Self Regulation of Mobile Content in Singapore, jointly developed by
MobileOne Ltd, Singapore Mobile Telecom Pte. Ltd., and Starhub Mobile Pte. Ltd., (2006),
availableathttp://www.m1.com.sg/M1/about/regulatory/pdf/Self-Regulation_of_Mobile_
Content.pdf
4 Stephen Saxby described the rise of the information society as “the transformation from
the industrial economy … to the logical advances produced… following the development
of the computer”. See Saxby, S., (1990), The Age of Information: The Past Development and
Future Significance of Computing and Communications, Macmillan, London.
5 Cyberspace was first described by William Gibson in the early 1980s in his novel, Neuro-
mancer as “consensual hallucination that felt and looked like a physical space but was a
computer generated construct representing abstract data. People could plug into this ‘space’
and work, play and live as they do in the real world”. See also Fleming, T. H., (1997), The
Rules of Cyberspace: Informal Law in a New Jurisdiction, 85 Illinois Bar Journal 174.
6 Castells, M., (1996), The Rise of the Network Society, 2nd edition, Blackwell, Cambridge,
Massuchusetts.
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description of the first network, the beginning of the Internet. In Subsection
1.2.2, we discuss the Internet, and touch upon the important packet-switching
technology, and in Subsection 1.2.3, we describe theWorldWideWeb (WWW).
In Section 1.2.4, we deal with the expanded communities.
1.2.1 The first network
Initially seen asmere calculatingmachines (in the 1950s), computers saw their
functions and capabilities expanded to information handlers. For laymen in
computer science, we remark that all forms of information including text,
images, graphics, sound, and videowere transformed to a basic representation
consisting of zeros and ones. This is called digitisation. The basis of digital
information is a 0 or a 1; they are called bits. In an expanded form a series
of bits is a sequence of 0s and 1s; an information sequence of eight bits is called
a byte.7 Once digitised, the information possesses two valuable attributes. First,
it becomes easily adaptable at every stage of creation, storage, dissemination,
and use. As such it can be expediently shared with users on a wide and often
global basis. Second, the digitised information (coupled with great advances
in compression technology) allows much of the data to be stored and trans-
mitted with impartiality in that it can be disseminated through a network
without any restrictions as to (1) who created the information, (2) what form
it takes, and (3) in what manner it is being disseminated. The development
of a network with these three properties can be seen as the first step towards
a digital society.
1.2.2 The Internet
The advent of the Internet or as it is commonly called ‘a worldwide system
of inter-connected network and computers’ (officially established in 19698)
was technologically the next step. More specifically, the Internet is a global
information system that is logically linked together by a unique address space
based on the Internet Protocol or its subsequent extensions and follow-on.9
In its real sense, the Internet constitutes a vast decentralised network that links
people and information through computers and increasingly through other
digital technologies and allow for both interpersonal communication and
7 Negroponte describes a bit as “having no colour, size or weight … it is the smallest atomic
element in the DNA of information…for practical purposes, we consider the bit to be a
1 or a 0”. See Negroponte, N., (1995), Being Digital, Chatham: Hodder & Stoughton, Sydney,
Australia.
8 Hossain, B., (2004), The Internet Encyclopedia, (eds.)Wiley Publishers, see also Lloyd, I.J.,
(2004), Information Technology Law, Oxford University Press, England.
9 Definition of the Internet, 1995 Federal Networking Commission at ww.fnc.gov/
internet<uscore>res.html
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information retrieval.10 Our investigations revealed that the history of the
Internet revolves around three distinct elements. The first element is the
technological evolution that beganwith the development of the open network
architecture. The second element is the operations aspect of the infrastructure
and the third element is the collection of communities that create, maintain,
and develop the technology.11
Open-network architecture
It is stated that the Internet started in 1964 when Leonard Klienrock of MIT
(Massachusetts Institute of Technology) convincing Lawrence Roberts (also
of MIT) of the theoretical feasibility of communications using packets rather
than circuits. In developing a shared computer network, the scientists realised
that a secured system inwhich vital information can still be transmitted despite
a disruption in the normal channels of communication is required. This became
the basis of the packet-switching technology.12 This was a major step towards
computer networking. The packet-switching technology relies on the trans-
mission of information based on distributed networks.13 The information
messagemust first be broken down to numerous smaller ‘packets’. Each packet
contains the internet protocol (IP) address of the destination node (computer)
and is also labelled as to its position in the informational message.14 The
informational messages are then sent on their way and are routed through
a large group of linked computers to their ultimate destination; each packet
does not necessarily take the same route but rather the more expedient less
congested route. Upon arrival at the ultimate destination, the informational
message will be reassembled in the correct order to form the original
message.15
10 DiMaggio, P., Hargittai, E., Russell Neuman, W., and Robinson, John P., (2001), Social
Implications of the Internet, 27 Annual Review of Sociology, p. 307-336.
11 Leiner, B. M., Cerf, V. C., Clark, David. D., Kahn, R. E., Klienrock, L., Lynch, D. C., Postel,
J., Roberts, L. G., and Wolff, S. A Brief History of the Internet, Internet Society; available
at www.isoc.org/internet/history/brief.shtml
12 DonaldDavies developed the concept of packet switching in 1965 and proposed it to U.K.’s
NPL Data Communications Network. However, the proposal was never funded.
13 This was the basis of research conducted by Baran of Rand Corporation. See On Distributed
Communications at www.rand.org/publications/RM/baran.list.html
14 Note that the packet-switching technology is different from the circuit-switching technology
commonly used in telephone networks. In a telephone network, when a call is made, a
dedicated connection line is opened and kept opened for the duration of the call. In contrast,
the connection in packet-switching technology opens long enough to send or route the
packet of information along to another computer until it reaches its destination.
15 See re Doubleclick Inc, 154 F. Supp 2d F97 (SDNY 2001). See also Lloyd, I. J., (2004),
Information Technology Law, 4th Edition, Oxford University Press. Also see Kahn’s rules when
designing the open network in Brief History of the Internet at supra n. 11.
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It was in 1966 when Roberts was in DARPA16 that he developed the plan
for “ARPANET”.17 It has been stated that the Internet was funded as an
advanced project of the US Department of Defense; its main purpose being
to maintain communication between the US military and the government in
the event of a nuclear war. However since what defines the Internet is its
capacity to connect networks of different types, it follows that ARPANET as a
single network could hardly be described as an Internet.18 It was when Klien-
rock’s Network Measurement center at UCLA was selected to be the first node
on the ARPANET and Stanford Research Institute (SRI) provided the second node
and a further addition of UC Santa Barbara and the University of Utah that
we saw the beginning of the Internet. The ARPA net may be considered as the
first constituent element of the Internet.19
The Internet was based on the idea that there would be multiple inde-
pendent networks of arbitrary design beginning with the ARPANET as the
pioneering packet switching network. The infrastructure expanded to include
packet satellite networks, ground-based packet radio networks, and other
networks.20 Thus, the underlying technical idea of the Internet is in its open-
architecture networking. Using this approach, the choice of any individual
network technologywas not dictated by a particular network architecture but
rather could be selected freely by a provider andmade to interworkwith other
networks through a meta-level “Internetworking Architecture”.21 However,
in an open-architecture network, each individual network may be separately
designed and developed having its own unique interface which it may offer
to users and/or other providers. What was necessary was the development
of a set of communication protocolswhichwould provide a common language
for any user to connect to and to communicate on the Internet. This led to
16 The Advanced Research Projects Agency (ARPA) changed its name to Defense Advanced
Research Projects Agency (DARPA) in 1971, then back again to ARPA in 1993, and back
again to DARPA in 1996, its current name. See Brief History of the Internet, supra n. 11.
17 ARPANETwas not about people communication over distances. It was about time-sharing.
Time-sharing made it possible for research institutions to use the processing power of other
institutions computers when they had large calculations to do that which required more
power or when someone else’s facility might do the job better. See Peter, I., So who really
did invent the Internet? Net History; available at http://www.nethistory.info/History%20of
%20the%20Internet/origins.html
18 ARPANET was a single closed network and is regarded as the forerunner of the modern
Internet as we know today. See also American Civil Liberties Union v Reno, 929 F Supp 824,
p. 830-845 (ED pa 1996).
19 For a history of the Internet and cyberspace, see Hafner, K. and Lyon, M., (1996), Where
Wizards Stay Up Late: The Origins of the Internet, New York, Touchstone and the Internet
Society’s ‘A Brief History of the Internet’, supra n.11.
20 Supra Internet Society’s ‘A Brief History of the Internet’, n. 11.
21 Supra.
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the development of a set of standard operating and transmission protocols
known as transmission control protocol/internet protocol (TCP/IP).22
The protocols and the World Wide Web
In the TCP/IP, the TCP is concerned with service features such as flow control
and recovery of lost packets while the IP provides for addressing and for-
warding of individual packets. Thus, the TCP/IP may be considered as the
second constituent element and operations aspect of the Internet. As Lloyd
(2004) succinctly states “there are no social or political controls over the making
of such connection and the cost implications are minimal”.23 Castells (1996)
observed somewhat earlier that “Networks are open structures, able to expand
without limits, integrating nodes as long as they are able to communicate
within the network, namely as long as they share the same communication
codes …”.24 In principle, any node can speak as a peer to any other node,
as long as it obeys the rules of the TCP/IP protocols, which are strictly technical,
not social or political.25
As a result of the increase in the scale of the Internet, it was necessary to
make it easy for people to use the network. This led to assigning names to
host computers. Originally, it was feasible to maintain a single table of all the
hosts and their associated names and addresses. However, the exponential
growth of independently managed networksmeant that a single table proved
no longer feasible. That led to the invention of the domain name system (DNS).
Domain names are a user friendly form of identifiers. As mentioned, all
computers on the Internet are provided with an identifier known as the IP
address. Currently, the IP address comprises of a 32-digit sequence for example,
the IP address for City University is 144.214.156.104. However, since
memorising a sequence of digits represents an insurmountable if not an im-
possible task, a user friendlymnemonic representation of the IP address called
the domain name is used. The DNS permitted a scalable distributedmechanism
for resolving hierarchical host names into an Internet address.We remark that
one way of looking at the exponential growth of the Internet is by looking
at the number of registration of top level domain names. For example, in
November 2008 there were 78,249,372 .com domains, 11,919,835 .net, 7,241,128
22 The TCP/IP was designed based on an open architecture networking; that is the connections
between the networks take place at a higher open architectural level although the individual
networks are each separately designed with its own unique interface. See supra n. 11.
Communication between users under ARPANETwas based on ‘Network Control Protocol’
which converts messages into streams of packets as the source and then reassembled them
into messages at the destination.
23 Supra Lloyd n. 8.
24 Supra n. 6.
25 See also Sterling, B., A Brief History of the Internet, at http://www.vir.com/Demo/tech/
SterlingBrief.html and http://www.library.yale.edu/div/instruct/internet/history.htm
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.org, 2,032,537 .biz registered as compared to 54,180,979 .com domains,
7,855,912 .net, 4,825,772 .org and 1,438,945 .biz registered in July 2006.26
The World Wide Web (WWW) is a constituent element that contributed
significantly to the appeal and use of the Internet. It was developed by Tim
Berners-Lee and the European Particle Physics Laboratory (CERN). The WWW
began as a CERN project, called ENQUIRE. The project had two features: (1)
similar to TCP/IP, Tim Berners-Lee’s protocol was “to have an open architecture
to allow researchers to connect any computer no matter what operating system
it was using” and (2) information was to be distributed using the network
itself.27 This was done by using a language known as hypertext markup
language (HTML) which allows users to move between documents by clicking
on the links.28 With the help of browsers, the world of multimedia and
interactivity is opened to all. Thus, the Internet as we know it is made up of
a physical infrastructure; that is servers, computers, routers, cables, and a
common language which enables computers to talk to each other and which
makes it user friendly to anyone who wishes to have access to it. Although
the technology was created at CERN, CERN had decided not to take control of
it, but rather allowed the technology to be placed in the public domain “to
further compatibility, common practices, and standards in networking and
computer supported collaboration”.29 Effectively, the decision by CERN allowed
the web to be continuously developed and expanded in a non-restrictive way
to what it has become today.
Further and in addition to the WWW, we mention two other important
protocols, i.e., the Simple Message Transfer Protocol (SMTP) which is the basic
standard for electronicmails (emails) and the file transfer protocol (FTP)which
provides for the uploading and downloading of files from the Internet. We
remark that the protocols and the WWW have not only built upon the other’s
applications and supplemented the workings of the Internet but have provided
the global community with the enriching experience of global interactiveness
and sharing.
26 See http://www.domaintools.com/internet-statistics/. .com domains represent commercial
interest, .net – network service organizations and .org – private non profit organizations.
.biz is amongst the later domains approved for registration. The other domains are .aero,
.coop, .info, .museum, and .pro.
27 Environmental design and control, in Murray, A. M. (2007). The Regulation of Cyberspace:
Control in the Online Environment, Routledge-Cavendish, Taylor & Francis Group, Great
Britain.
28 Berners-Lee, T started the project with the purpose of building a distributed hypermedia
system and was joined by Cailliau, R.
29 Supra n.18 and Ten Year Public Domain for theOriginalWeb Software, available at http://
tenyears-www.web.cern.ch/tenyears-www/Declaration/Page1.html
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A collection of communities
The third and final element of the Internet is the collection of communities
that create, maintain, and develop the technology. The early ARPANET
researchers worked as a close-knit community. The collaborative effort amongst
researchers continued with other research programs with each research pro-
gram forming a working group. For example, as the Internet evolved the
ARPANET network working group evolved into the Internet working group.
Various task forces were then formed to each focus on a particular area of
technology, for example, end-to-end protocols, routers and so on. The Internet
Architecture Board (originally named the Internet Activities Board) (IAB) was
formed from the chairs of the task forces. We mention other organisations
which had contributed (and continue to contribute) to the development of the
Internet are the Internet Engineering Task Force (IETF), the Internet Engineering
Steering Group (IESG), the Internet Research Task Force (IRTF), the Internet
Society (ISOC) and the World Wide Web Consortium (W3C).
1.2.3 Expanded communities
If we take all the elements together then we can establish that the Internet
is nothingmore than amodern form of communication; a 21st centurymethod
of transporting digitised information. We state that the new communication
technology supports modern form of communication in that it expands the
community we live in by linking global communities.
The ability to communicate is an integral element of survival to all living
creatures. Communication reinforces social and family ties, provides security,
and instills trust. One of man’s distinguishing features to that of other life
forms is his30 ability to communicate via non-verbal modes of communication.
This is not restricted to the use of his body language but rather includes his
innate intelligence and creativity which have led him to adapt to his surround-
ings and circumstances. This way of adapting leads him to develop various
modes of communication. Indeed following on from Castell’s (1996) network
society, Barr (2000) added the following.
“Every society is an information society. Throughout history, different cultures
have adopted different modes of communication but all are information societies
of some kind… contemporary information society is highly dependent on informa-
tion networks that can distribute images, data and symbols.”31
Through the centuries, various modes of communication developed: from
smoke signals, via messengers on horseback, and carrier pigeons to the tele-
30 For brevity, we use ‘he’ and ‘his’ whenever ‘he or she’ and ‘his or her’ are meant.
31 Barr, T., (2000) newmedia.com.au: The Changing Face of Australia’s Media and Communication,
p. 20 Allen & Unwin, Sydney, Australia.
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graph, postal services, telephone, telex, and fax. All these tools of communica-
tion can be seen in pictographs on the walls of Stone Age caves, Egyptian
hieroglyphics, various writings in different languages, and computer codes.
As the mode of communication improved, political units and social inter-
dependence expanded geographically.32 Reaching these expanded commun-
ities wasmade possible by the introduction of mass media, such as the printing
presses, the film, radio, and the television.33 In fact, in this new era of com-
munication, we have moved from a scarcity of information to a hyper-abund-
ance of information. Further and in addition to this era of hyper-abundance
of information, it is apparent that it was not until these moveable types of
communication (chiefly by the emergence of the print revolution) that com-
munication has become independent of its place of creation.34 Thus as time
pass, the place of production has become less important to the form of com-
munication. Without doubt, new technologies have created a set of changes
that pervades all aspects of society and re-organised all older relationships
in that it widens arenas, multiplies actors, and increases the velocity and
volatility of transactions.35
Flew suggests that the Internet refers to (1) both the technical infrastructure
of computers and servers permanently connected through high-speed tele-
communication networks and (2) to the forms of content, communication, and
information sharing that occur through these networks.36 We agree with
Flew’s suggestion since quite apart from the Internet’s open-network architect-
ure, its protocols and the collection of communities that have contributed
significantly to the evolution of the Internet, we remark that without global
society accepting the Internet as a new mode of communication, the Internet
might not have achieved the status that it has today.
Thus, the Internet as a form new communication technology is no longer
a novelty but rather is a part of everyday reality. The technology is not only
welcomed but embraced by society as a possibility of providing increased
personal freedom, reduced social hierarchy, enhanced possibilities for leisure,
and a greater quality of social interaction and communication.37 This view
is supported by a number of Internet advocates. For example, Tyler (2002)
opined that the Internet and new technologies is changing the nature of work,
32 Benkler, Y., Property, the Commons and the First Amendment: Towards a Core Common
Infrastructure at http://www.benkler.org/WhitePaper/pdf
33 Supra.
34 This is seen in the Aboriginal art fixed on rock face, Greek legendary stories restricted to
plays in amphitheatres and Babylonian obelisks rooted in the sand. See Hirst, M and
Harrison, J., (2007), From Gutenberg to Global News: A Brief History of the Print Media
in Communication and New Media, Oxford University Press, Oxford, England, p. 81.
35 Bell, D., (1989). The Third Revolution: and its possible consequences,Dissent 36 (2) (spring)
p. 164-176.
36 Flew, T., (2005). What’s New about New Media? New Media: An Introduction, 2nd Edition,
Oxford University Press, Oxford, England, p. 4.
37 Supra.
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government, and social relationship (…) this may lead to fundamental changes
in personal and social life.38 In fact, with one of the Internet’s most important
virtues, its global communications network, we see the rise of virtual commun-
ities. These communities are dependent on individuals at all levels of society,
participating and interacting in computer mediated communications – the most
common forms being the electronic mail (email), newsgroups and bulletin
boards, and real-time chat or messaging. The take-up rate of these new forms
of communication is notably high due to its expediency, its low cost, and its
real-time communication. For instance, email costs less in terms of postage
and time, especially in overseas communication. Moreover, newsgroups and
discussion groups allow communication and exchange of information on
subjects to particular interest groups. With Internet relay chat (IRC) and instant
messaging applications such as google talk, MSN, and i-chat, users are able
to engage in ‘instant’ communication comparable to chatting on the telephone.
However, we add that the Internet is not merely a modern form of com-
munication. Rather the Internet as a new form of communication has given
birth to a broad range of beneficial activities. This we argue is what Flew
meant when he suggested that the Internet also refers to the forms of content,
communication, and information sharing that occur through these networks.39
We deal with the Internet’s broad range of beneficial activities in Sub-
section 1.4.
1.3 THE MOBILE INTERNET
Data released by the International Telecommunication Union (ITU) 2009 report
revealed that 61% of the world population has access to a wireless connection
in 2008.40 We remark that the data is significant since it indicates the import-
ance that the global community attaches tomobility and convenience. Indeed,
growth in mobile phone penetrations was revealed to be most significant in
developing countries with a growth close to 40% at the end of 2007.41 In fact,
ITU forecasted that mobile penetration in emerging markets will grow from
46% in 2008 to 96% in 2013. The ITU stated that it was possible that one of the
main drivers for the rapid rise in mobile subscriptions is the development of
mobile technologies and the corresponding functionalities and applications.42
We see clear evidence of ITU’s statement reflected in, for example, the roll-out
38 Tyler, T. R., (2002). Is Internet changing social life? Society for Psychological Study of Social
Issues, 58 (1), pp. 195-205.
39 Supra Flew, n. 36.
40 Measuring the Information Society, - The ICT Development Index, (2009), ITU, available
at http://www.itu.int/ITU-D/ict/publications/idi/2009/material/IDI2009_w5.pdf
41 Supra.
42 The other drivers include a proliferation of flat-rate data tariffs and enhanced user- inter-
active experience.
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of mobile-centric devices such as the Apple iPhone, Palm Pre, Nokia’s N97,
Google’s G1 Android phone, and Blackberry’s storm. The deployment of the
new devices may just be the tip of the ice-berg. Thus, we state that with the
rapid roll-out and adoption of new mobile devices, and its corresponding
technologies with the increasing demand for greater mobile Internet applica-
tions, there is a real possibility that the global community is on the verge of
a mobile Internet revolution. The prevailing question here is: what are the
contributing factors to the new revolution?We consider the contributory factors
as benefits of mobile Internet (see Subsection 1.3.1). In Subsection 1.3.2, we
mention three potential risks of the mobile Internet.
1.3.1 The benefits of mobile Internet
Wemention three main contributing factors: connectivity, mobility, and port-
ability. First, we state that mobile Internet technology allows an individual
to do most of the things the individual does on a fixed Internet connection
with the distinct advantage of doing it ‘on the go’. Next to being connected,
this would include inter-alia engaging in education and trade, participating
in civic engagement, sharing and exchanging information, experiences, and
interests, expressing one’s identity, and enhancing social connection and
communication. Second, the mobility provides the mobile user with the
connectivity of the fixed Internet and more. Third, an example of the distinct
advantage of the mobile phone’s portability is clearly reflected in the drastic
rise in the access of local information content, i.e., a growth of 51% in March
2009 as compared to March 2008.43 Amongst the local content accessed, on-
line directories (73%) registered the highest percentage of growth followed
by restaurants (70%), maps (63%), and movies (60%).44
1.3.2 The risks of mobile Internet
Before we proceed with the risks of the mobile Internet, we wish to draw the
readers’ attention to two assumptions. First, we would like to state that smart
phones such as the Apple iPhone, Palm Pre and the like are advanced mobile
devices more commonly owned and used by adult users rather than children
and young people. However, the 3G Internet-enabled mobile phones is
assumed to be owned by the younger generation and that raises the concern.45
43 Audience for Local Content Accessed by Mobile Devices grow by 51% in a Year, (2009)
Search Engine Optimisation, June 2009, available at http://www.searchengineoptimization-
seo.com.au/audience-for-local-content-accessed-by-mobile-devices-grows-51-in-a-year/
44 Supra.
45 Perez, S., (2008). Today’s Iphone users are young, rich and technically savvy, Read, Write
Web, April 1, 2008; available at http://www.readwriteweb.com/archives/todays_iphone_
users_are_young_rich_and_technically_savvy.php. see also Hani, F., (2010) Rising demand
for 3Gmobile phones, The Brunei Times, 29 January 2010; available at http://www.bt.com.
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Second, although most research on the impact of the Internet on children and
young people is focused primarily on the fixed Internet, we assume that mobile
Internet is the next logical next step and therefore we will refer to these
research results and accompanying data for our present study. For a better
understanding, we mention here three examples of research groups that
investigate the concernsmentioned above (1) the EuropeanCommission’s Safer
Internet plus Programme (2005-2008)4,46 (2) Safer Children in a Digital World
(2008)4,47 and (3) Protecting Children On-line: An ECPAT Guide (2003).48
The benefits brought upon by the new communication technologies like
the Internet cannot be isolated from the risks. For children and young people,
the potential risks arising on-line are correlated to the potential benefits on-line.
While the Internet offers immense opportunities for children and young people
to explore globally, share the world and to network with many persons,
research data is beginning to reveal threemain areas of concern of youngster’s
exposure to the Internet. The three areas of concern are (1) content (illegal and
harmful materials), (2) contact (sourcing and grooming, and cyber-bullying),
and (3) commercialism (spam, premium-rate-services and younger generations
as target market). The three concerns are discussed in greater detail in Chap-
ter 4.
1.3.3 Controlling the Internet
In its early days, the Internet had little impact on the average person as it was
originally designed for the exclusive use of the military, academics, and
researchers. But as the Internet adapted to public use (since 1989), the Internet
developed exponentially as compared to conventional forms of communica-
tion.49 It led to the emergence of cyberspace and the explosive growth of
activities in the virtual location it created. This exponential growth can be
attributed to societal adoption of the Internet as a means of enriching its
(society’s) very existence.
In this section, we start providing an overview of the broad range of
beneficial activities (Subsection 1.4), it is followed by a discussion on
unfavourable activities (Subsection 1.4.1). This evokes the questionwhich body
bn/en/home_news/2009/04/24/rising_demand_for_3g_mobile_phones and 3G.cn Expects
bright future as 3G in China continues to soar, PR Newswire Asia, August 24, 2009;
available at http://www.prnasia.com/pr/09/08/09570411-1.html
46 See http://ec.europa.eu/information_society/activities/sip/index_en.htm
47 See http://www.dcsf.gov.uk/byronreview/pdfs/Final%20Report%20Bookmarked.pdf
48 See http://ecpat.net/EI/Publications/ICT/Protecting_Children_Online_ENG.pdf
49 It is interesting to note that the Internet was viewed as a library since it possesses a large
database of information and is often used as a research tool; a telephone – for providing
an ‘instant’ one to one mode of keeping in touch with friends and families, near and far;
a ‘street corner or park’ or shopping mall for providing a public forum for views to be
aired and a broadcast media being analogous to print media. See oral arguments of counsels
in Reno v ACLU 929 F Supp 824, p. 830-845 (ED pa 1996).
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is governing the Internet; candidates are the WSIS (see Subsection 1.4.2) and
the ICANN (Subsection 1.4.3) (or four other organisations). We conclude the
section by the undefined rules of the Internet (Subsection 1.4.4) and the limita-
tions of direct state intervention (Subsection 1.4.5).
1.4 A BROAD RANGE OF BENEFICIAL ACTIVITIES
The Internet has given rise to a rich, varied, closely connected, and highly
structured social, cultural, and intellectual on-line world.50 Without doubt,
the Internet’s growth has made the world smaller by turning it into a global
village.51 It has changed the way we live, work, learn, and play. Students
and academics all over the world use computers and the Internet as a source
of learning and teaching; business firms, however small, may offer goods and
services electronically and may access product information and markets. Bill
Gates opined that the development of Internet had presented a new era of
“friction-free capitalism” or “a shopper’s heaven”, where “market information
will be plentiful and transactions cost low”.52 Recreational activities, banking
and investment services, and even legal advice are provided on-line.53 The
open nature of Internet has also enabled governments, companies, and
organisations to become more transparent and service oriented.54 It is en-
visaged that this transparency in communication will foster tolerance, promote
democracy, re-distribute wealth, destroy trade barriers, and bring world
peace.55 However, despite the extolling benefits of the Internet, there are
50 See Crawford, S., (2005), Shortness of Vision: Regulatory Ambition in the Digital Age,
Fordham Law Review, Symposium on Law and Information Society, November 2005.
51 The global online population as at June 30, 2008 was 1,463,632,361 as against a world
estimated population of 6,672,120,288. This can be compared to 360,965, 492 which was
the online population as at December 31, 2000. This is broken down into Internet users
by geographical regions: Asia 578.5 million, Europe 384.6 million, North America 248.2
million, Latin America/Caribbean 139.0million, Africa 51.1million,Middle East 41.9million,
and Oceania/Australia 20.2 million. See Internet World Statistics at http://www.internet
statistics.com/stats.htm
52 Gates, B., (1996), The Road Ahead, Penguin, New York, N.Y.
53 See, for example, online gaming sites such as www.gamesites200.com/gaming/, www.Its
YourTurn.com, online books websites -www.pagebypagebooks.com,www.bookspot.com/
onlinebooks/, online financial and investment services – www.fidelity.com, www.sungard.
com, www.bankofamerica.com, legal advice websites – www.clsdirect.org.uk, www.
freelawyer.co.uk, www.citizensadvice.org.uk
54 Note in this respect a number of national governments have adopted some form of e-
government inwhich a number of services are electronically provided such as the tendering
or procurement of government contracts, the payment of taxes and the renewal of licences.
It is also not uncommon to find the vast majority of companies and organizations with
their own websites with essential information of the company and organisation.
55 Cairncross, F., (1997), The Death of Distance: How the Communications Revolution will Change
Our Lives, Harvard University Press, Boston, Massachusetts.
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complaints, such as information overload or infoglut,56 the decline in book
culture,57 a loss of the real community by considering networks as isolating
people,58 and the fact that the computer dehumanises social activities.59 In
fact, with so much reliance and dependency placed on the Internet and its
applications, there was much concern of an impending global chaos when
the millennium bug struck.
1.4.1 Unfavourable activities
Just as in the offline world, next to beneficial good activities, new technologies
and innovations do bring with it unfavourable activities. On a daily basis,
unfavourable on-line activities, such as (child) pornography, spam, identity
fraud, hate-speech, copyright infringement, and on-line gambling, raise public
concern. There is an increasing concerted effort to protect users from its
negative effects. Governments and regulatory bodies are using ‘society fears’
to regulate and to assert greater control over the on-line world. This has led
to the question of ‘Internet governance’. Can the Internet be governed, con-
trolled or regulated and if so, to what extent and by whom?
1.4.2 The World Summit on the Information Society
The threats of unfavourable on-line activities did not go unnoticed by the
international community. TheWorld Summit on the Information Society (WSIS),
for example, is one of the highest profile events to recognise and to deal with
the opportunities and the potential hazards arising from the new media and
communications technology. WSIS convened after the General Assembly of the
UnitedNations noted (1) the increasing and significant role of telecommunica-
tions at the political, economic, social, and cultural levels and (2) endorsed
a proposal from the International Telecommunications Union (ITU) that WSIS
be convened.60 WSIS took place in two phases. The first meeting was in Geneva
56 Postman, N., (1992), Technopoly: The Surrender of Culture to Technology, Alfred A Knopf, New
York, N.Y., Ellul, J., The Technological Bluff, William B Eerdmans Publishing Co, Grand
Rapids, Massachusetts.
57 Sanders, B., (1994),A is for Ox: Violence, ElectronicMedia and the Silencing of theWrittenWord,
Pantheon Books, New York, N.Y.
58 Stoll, C., (1995), Silicon Snake Oil: Second Thoughts on the Information Highway, Doubleday,
New York, N.Y.
59 Forrester, T., (1992), Megatrends or mega mistakes?Whatever happened to the Information
Society? The Information Society 8 (July – September) p. 133-146.
60 SeeResolution 73 of the ITUPlenipotentiary Conference inMinneapolis, available at http://
www.itu.int/wsis/docs/background/resolutions/73.html. The Resolution was adopted
in December 2001 by the General Assembly.
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(10-12 December 2003) and the second was in Tunis (16-18 November 2005).61
What was important about WSIS was that heads of government, ministers, high-
level representatives from international organisations, private-sector and civil-
society representatives were invited to both the Geneva and the Tunis rounds
to participate, contribute, and support the Geneva Plan of Action and the Tunis
Agenda for the Information Society. It is apparent that WSIS envisaged a
“people centered, inclusive anddevelopment-orientated Information Societywhere
everyone can create, access, utilize, and share information and knowledge, enabling
individuals, communities, and peoples to achieve their full potential in promoting
sustainable development and improving their quality of life.”62
Indeed we note that WSIS underscores the importance of participation of
developing countries in decisions regarding Internet governance.63 This was
recognised in Geneva when it was noted that “governance issues related to
the Internet are a complex challenge which requires a complex answer and
which has to include all stakeholders – civil-society, private industry and
governments”.64 It is clear that one of the underlying themes of WSIS is Inter-
net governance. This theme is reflected repeatedly in WSIS recognition. We
see inter-alia (1) that Internet governance is not restricted to Internet naming
and addressing (rather it includes significant public policy issues, likes Internet
resources, the security and safety of the Internet, and other issues pertaining
to the Internet665), and (2) that Internet governance includes social, economic,
and technical issues including affordability, reliability, and quality of service.66
Moreover, the Tunis phase has led to the establishment of the Internet Govern-
ance Forum (IGF) for the purpose of facilitating enhanced cooperation between
governments, international organisations, and all other stakeholders to enable
them to carry out their roles and responsibilities in relation to international
public policy issues relating to the Internet including but not limited to the
61 The objective of the Geneva phase was “to develop and foster a clear statement of political
will and take concrete steps to establish the foundations for an Information Society for all,
reflecting all the different interests at stake” whilst the objective for the Tunis phase was
“to put the Geneva Plan of Action into motion as well as to find solutions and reach
agreements in the fields of Internet governance, financingmechanisms and follow-up, and
implementation of theGeneva and Tunis documents”. See http://www.itu.int/wsis/docs2/
tunis/off/6rev1.html
62 Principle 1 Declaration of Principles, WSIS Geneva, December 2003. See Declaration of
Principles: Building the Information Society: A Global Challenge in the New Millennium,
available at http://www.itu.int/wsis/docs/geneva/official/dop.html
63 Item 65 Tunis Agenda for the Information Society, Tunis, November 2005; available at http:/
/www.itu.int/wsis/docs2/tunis/off/6rev1.html
64 WSIS Vision in Process: Geneva 2003-Tunis 2005, available at www. Worldsummit2003.
deldownload_del/Vision_in_process.pdf.
65 Supra Item 58, Tunis Agenda.
66 Supra Item 59, Tunis Agenda n. 44.
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coordination and management of critical Internet resources. To this end, the
IGF will be multilateral, multi-stakeholder, democratic, and transparent.67
1.4.3 Internet Corporation for Assigned Names and Numbers (and four other
organisations)
Currently, the issue of Internet governance has taken on a broader meaning.
Two questions may be posed in relation to this: (1) Who may control the
Internet’s infrastructure? (2) Whomay control the flow of information between
the linked computers and thus the activities that represent that flow? Needless
to say, whoever controls and governs the Internet will be ‘all powerful and
supreme’. The decisions involved will have a great impact on the social,
cultural, and innovative aspects of its users.
So, the prevailing question is: who is in charge? This question cannot be
answeredwithout first looking at the numerous participants that are involved
in the technical structure and workings of this global network. For example,
the US government with its initial funding has retained its power despite
delegating, in 1998, the assignment of domain names and IP addresses to
Internet Corporation for AssignedNames andNumbers (ICANN), a non-profit
private sector organisation.68 In addition to ICANN, a number of other Internet
organisations also play an important role. We mention four of them: the
Internet Society (ISOC), the World Wide Web Consortium (W3C), the Internet
Architecture Board (IAB), and the Internet Engineering Task Force (IETF).69
These organisations decide on the technical standards of the Internet and
develop common protocols to promote the Internet’s evolution and to ensure
its interoperability. For example, the IETF takes on the larger responsibility
for the approval of Internet standards while W3C is responsible for evolving
the various protocols and standards associatedwith theWeb770 Further along
the line, we have Internet Service Providers (ISPs), telecommunication com-
panies, hardware and software companies. ISPs are well known as the gate-
keepers to the Internet, providing and controlling access to the on-line world.
The backbone of the Internet being the high speed fibre optic cables that carry
bits and bytes speedily to its intended destination are owned by telecommuni-
cation companies such as Cable &Wireless. Hardware and software companies
with their software and applications enable users to browse, search, create
3D graphic representations, or merely provide the multimedia experience. In
67 Item 73. See supra Item 72 Tunis Agenda for IGF’s mandate, n.44.
68 ICANN has been designated by the US government to serve as the global consensus entity
to which the US government is transferring its responsibility for coordinating four key
functions for the Internet: the management of domain name system, the allocation of IP
address space, the assignment of protocol parameters, and the management of the root
server system. See http://www.icann.org/general/fact-sheet.htm
69 See, and www.w3.org
70 Supra www.isoc.org, www.ietf.org
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support of the role that these companies play, we should take cognisance of
the case of the US vs Microsoft, a dispute concerning the use of browsers. In
the US vs Microsoft,71 it was alleged that Microsoft had abused its monopoly
on the PC operating system market in that it was bundling and selling its
Internet Explorer (IE) web browser software with its Microsoft Windows
operating system. It was further alleged that this unfairly restricted the market
for competing web browsers such as Netscape Netvigator. An argument was
raised that the WWW could at some level and to a certain extent be controlled
if the company controls the software which provides access to the WWW.72
Finally, one of the controllers we would like to mention explicitly is the Inter-
net (on-line) communities themselves. The communities decide what activity
should be allowed or tolerated in the on-line world. For example, a user in
a newsgroupmay be flamed for making rude statements or for offending other
users of that newsgroup.
1.4.4 The undefined rules of the Internet
So, the answer to the question: who is controlling the Internet and the on-line
world? is that neither an organisation nor a government is controlling the
Internet, the on-line world, and the activities that arise within that world. The
partitioning in a variety of (overlapping) subgroups is, in fact, the essential
framework that takes care of obeying the rules of Internet in whatever form
this might be. Thus, while it is stated that there is no well defined set of rules
for Internet use and the behaviour on Internet, this may only be true in the
early days of the Internet. In the early days, the providers had their own set
of informal rules, seen as rules of conduct. The system operated much like
an anarchy in that, thosewho did not adhere and comply to the informal rules
were ‘cast out’. However, the informal rules could not operate with the ex-
ponential growth of the Internet. The attempt to formallymanage the Internet
and its corresponding activities, led to the creation of new types of regulations
which includes national and regional legal frameworks. For example, we see
the European Union continuing its work on harmonisation of the legal rules
concerning Internet.73
71 87 F. Supp. 2d 30 (D.D.C. 2000).
72 The proposed settlement requiredMicrosoft to share its application programming interfaces
with third-party companies and appoint a panel of three people who will have full access
toMicrosoft’s systems, records, and source code for five years in order to ensure compliance.
Supra U.S. vs Microsoft.
73 See for example, Commission adopts strategy for ‘Creative Content Online’, EU Business,
available at http://europa.eu/avpolicy/other_actions/content_online/index_en.htm., EU
urges tougher Internet privacy rules, EU Business, April 2009, available at http://www.
eubusiness.com/news-eu/1239703321.86/.
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1.4.5 Limitation of direct state intervention
While we have discussed in the foregoing sections, the possible parties who
may in one way or another control the Internet, we remark that there are
inherent limitations to the direct state intervention. We state that there are
two elements that underscore the state’s inherent limitation. (1) the nature of
the Internet itself and (2) the jurisdiction. For the nature, we may remark that
the law is territorial and is dependent on physical borders. So, the Internet
transcends physical limitations and therefore its activities are global. Related
to the feature of territoriality is the element of jurisdiction in that a state can
only exercise its sovereignty (by promulgating laws, enforcing, and adjudica-
ting) within its physical boundaries. Any attempts to regulate and control
activities beyond the recognised boundaries are rarely accepted.74 The limita-
tion on state intervention is dealt with in greater detail in Section 8.2.
1.5 PROBLEM STATEMENT
The convenience, efficiency, and immense benefits heralded by the Internet
are but one side of the same coin. As mentioned in Section 1.1, there are two
challenges posed by the Internet and the on-line world which equally demand
an efficient response.75 We state that a third important challenge may emerge
from the two challenges given earlier. It is particularly faced by governments.
The challenge deals with the protection of children from on-line inappropriate
and abusive activities. The attractiveness of unfavourable activities is greatly
facilitated and supported by the diverse range of communication possibilities
that the Internet offers. Here we should note that the Internet sits at the top
of a pyramid in the range of devices that facilitates communication. Below
we discuss the Internet as the apex of modern day communication (Subsection
1.5.1), the continuous transformation (Subsection 1.5.2) followed by the pro-
tection of children on-line (Subsection 1.5.3), and economic issues versusmoral
issues in Subsection 1.5.4. In Subsection 1.5.5, we briefly describe possible
regulatory issues. We present a two-folded problem statement as a guide to
our study in Subsection 1.5.6.
1.5.1 The Internet: the apex of modern day communication
We see the development mentioned above evidenced in a report by the Inter-
national Telecommunication Union (ITU) released in September 2008. The report
74 See as examples, Yahoo v Licra 379 F.3d 1120 (9th Circuit) and Gutnick v Dow Jones, 2002
HCA 56.
75 Meyerson, M. I., (1994), Virtual Constitutions: The Creation of Rules for Governing Private
Networks, 8 Harvard Journal of Law and Technology, p. 129.
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ranks Hong Kong second (with Singapore) in terms of percentage of household
broadband penetration in Asia Pacific.76 This was supported by the Office
of Telecommunication Authority (OFTA) in Hong Kong which reported that
as at June 2008, there were more than 1.92 million registered customers using
broadband services with speeds up to 1000 Mbps (Megabits per second). In
the residentialmarket, 77.3% of the households are using broadband service.77
In August 2008, there were 168 licensed Internet Service Providers (ISPs).78
Thus with the Internet as the apex of modern day communication, we see
new technological devices and applications rapidly evolving to incorporate,
facilitate, and improve this new form of communication. Here we mention
personal digital assistants (PDAs) and Internet-access enabledmobile handsets
as examples of devices providing Internet services on the go. The ITU predicts
that the Asia-Pacific region is poised to become theworld’smobile powerhouse
with more than 50% of all mobile phone users in the world. Hong Kong is
amongst the countries in the Asia-Pacific with more mobile subscribers than
fixed-line subscribers. Indeed this is seen represented as 160.8% mobile sub-
scriber penetration rate as at August 2008 as compared to a household fixed-
line penetration rate of 100.6%.79 Moreover, in the issuance of 3G licenses,
the Director General of Telecommunications made it clear that two objectives
of the Telecommunication Authority inHong Kongwere (1) to advance Hong
Kong’s status as a mobile data-service hub in Asia and (2) to encourage
advanced innovation of mobile data services and applications.
1.5.2 The continuous transformation
Although computers are traditionally seen as the instrument which provides
access to the Internet, we now remark that providing access to the Internet
is no longer their sole task. Convincing evidence of the rapid growth of mobile
Internet is seen amongst the younger population. For example, Nielsen On-line
76 The Asia-Pacific region is the world’s largest broadband market with a 39 per cent share
of the world’s total at the end of 2007. In terms of broadband access, Asia-Pacific has made
remarkable progress in the past few years, with subscriber numbers growing almost five-fold
in five years: from 27 million at the beginning of 2003 to 133 million at the start of 2008.
See ITU’s Asia-Pacific Telecommunication and ICT Indicators Report. The latter focuses
on Broadband connectivity: Too much or too little? Asia-Pacific region leads high speed
Internet connectivity, but wide divide prevails. September 2008, Press Release, ITU; available
at http://www.itu.int/newsroom/press_releases/2008/25.html
77 Hong Kong: The Facts ‘Telecommunication’; available at www.gov.hk/en/aboutHK/
factsheets/docs/telecommunication.pdf
78 Supra.
79 Office of the Telecommunications Authority, Key Telecommunication Statistics; available
at http://www.ofta.gov.hk/en/datastat/key_stat.html
Chapter 1 21
launch of Mobile Media View80 in the UK revealed that in the second and
third quarter of 2008, the number of Britons accessing the Internet via the
mobile phone increased by 25% from 5.8 million to 7.3 million compared to
3% for PC-based Internet (34.3 to 35.3 million).81 Further, 25% of mobile Inter-
net consumers are aged 15 to 24 compared to 16% for PC-based consumers.
Rapid growth is also seen in the US where research firm Forrester confirms
our observation.82 We see this phenomenon also in the rapid rise of mobile
data services, such as mobile Internet services, multimedia services, and all
sorts of download services provided for and accessible via themobile handset
devices. By continuing the new technology, subscribers are able to experience
easier and faster downloads, video streaming, and web-browsing on their
mobile handsets.
Here, we once again remark that the significant transforming role played
by the newmedia and communication technology was recognised by organi-
sations such as WSIS.
1.5.3 The protection of children on-line
In 2005, WSIS had issued a consensus statement called the Tunis commitment
to raise awareness of the benefits that the information and communication
technologies can bring to humanity.83 More importantly, in addition to
recognising “the role of information and communication technologies (ICT)
in the protection of children and in enhancing the development of children”,
the Tunis Commitment urged the governments, private sector, civil-society,
national organisations, and international organisations of the need to
“strengthen action to protect children from abuse and defend their rights in
the context of ICT”.84 There are a number of initiatives which exist nationally
and internationally that advocate the protection of children on-line. We men-
tion here three national initiatives: (1) the UK’s Child Exploitation and On-line
Protection Center (CEOP),85 (2) the Internet Watch Foundation (IWF), and (3)
the US legislative initiative in the form of the Child On-line Protection Act
(COPA). Regionally, we note the proactive approach undertaken by the Euro-
pean Union’s Safer Internet Program. The Safer Internet program (2009-2013)
80 NielsenMobileMedia Viewwas a survey conducted byNielsen Online in the U.K. on how
the mobile Internet is growing, the age of the consumers using it as well as how the most
popular mobile websites perform on the PC-based Internet.
81 Nielsen Online, Mobile Internet growth 8x greater than PC-based Internet growth, News
Release, November 2008, available at www.nielsen-online.com
82 Forrester Forecast: Global Online Population to hit 2.2 billion by 2013: Emerging market
drives increase: double digit growth rate in Asia, July 2009, available at http://www.
forrester.com/ER/Press/Release/0,1769,1296,00.html
83 The Tunis Commitment, 2005; available at http://www.itu.int/wsis/docs2/tunis/off/7.html
84 Supra.
85 CEOP is dedicated to protecting children from sexual abuse wherever they may be. See
www.ceop.co.uk
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builds upon the Safer Internet Action Plan (1999-2004) and the Safer Internet
Plus Program (2005-2008). On the international front we see the ‘Child On-line
Protection’ initiative launched by the International Telecommunications Union
(ITU) in collaborationwithUnitedNations agencies such as UNICEF, theUnited
Nations Inter-regional Crime and Justice Research Institute (UNICRI), and the
United Nations Institute for Disarmament Research (UNIDIR).86 Other leading
agencies such as the International Centre for Missing & Exploited Children,
Interpol, and Save The Children have also lent their support to ITU’s initiative.
Wemention two trends resulting from these initiatives: (1) an increasing global
awareness of the need to create a safe and secure on-line environment for
children and (2) the recent establishing of a platform for coordinated efforts
to ensure that on-line child protection measures are effective and accessible.
While it is recognised that there are established Internet safety projects and
Kids On-line programs, these projects and programs are not available in all
countries.
1.5.4 Economic issues versus moral issues
In the continuing rapid and progressive development of mobile hardware
(mobile handsets) and software (mobile data applications andmobile content),
we see an encounter of economic issues and moral issues. An honest assess-
ment has to be made of the real harm faced by children and young people
through the misuse of these new technologies. In this respect we list the
following studies conducted by Thornburgh and Lin (2002)8,87 Taylor and
Qualye (2003)8,88 Mitchell, Finkelhor and Wolak (2003),89 Livingstone and
Bober (2005),90 Wolak, Mitchell and Finkelhor (2005),91 Ybarra, Diener-West
and Leaf (2006),92 and Belsey (2008).93
86 ITU launches initiative to protect children online, November 2008, ITU, available at http://
www.itu.int/newsroom/press_releases/2008/33.html
87 Thornburgh, D., and Lin, H.S., (2002), Youth, Pornography and the Internet, National
Academy, Washington D.C.
88 Taylor,M andQualye, E., (2003), Child Pornography:An Internet Crime, Brunner-Routledge,
Hove and New York, N.Y.
89 Mitchell, K., Finkelhor, D., andWolak, J., (2003), The Exposure of Youth to unwanted sexual
Materials on the Internet: A National Survey of Risk, Impact and Prevention, 34 Youth
& Society, p. 330-358.
90 Livingstone, S. and Bober, M., (2005), U.K. children go on-line: Final Report of Key Project
Findings, London, LSE Research On-line; available at http://eprints.lse.ac.uk/399/
91 Wolak, J., Mitchell, K., and Finkelhor, D., (2007), Unwanted andWanted Exposure to On-line
Pornography in a National Sample of Youth Internet Users, February 2007, Pediatrics, Vol.
11, No. 2.
92 Ybarra, M.L, Diener-West, M., Leaf, P.J, (2007), Examining the Overlap in Internet Harass-
ment and School Bullying: Implications for School Intervention, Journal of Adolescent
Health, Dec 41 supp. 1, p. 42-50.
93 Belsey, B., Cyberbullying, AlwaysAware, AlwaysOn, 2008; available atwww.cyberbullying.
ca
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In so far as mobile communication such as the use of mobile phones is
concerned, the harm to youngsters is all themore disconcerting. The ownership
of mobile phones is getting cheaper and younger. Mobile phones have
attributes that are particularly attractive to children and young people. The
devices are personal and private. They keep the user in continuous communica-
tion with the user’s family and peers. Consequently, it is not uncommon for
children and young people who access the Internet via Internet-enabledmobile
phones to be exposed to the three Cs, i.e., (1) content like pornography and
violent mobile games, (2) contact like on-line sourcing, grooming, and cyber-
bullying, and (c) commercialism likemobile spam, premium-rate services and
being subjected to unethical and aggressive marketing tactics. There are
increasing concerns that inappropriate content (exposure to illegal and harmful
materials) can lead to inappropriate contact, such as bullying and grooming
activities by exploitative adults.We observe that the concern for this vulnerable
group also extends to the exploitation and abuse of children and young people
through victimisation and child sexual abuse.94 We are cognisant of the fact
that the Internet has in conjunction with other modern digital technology
empowered and facilitated child-abusers to create and distribute anonymously
abusive images of children. The risk is all the more daunting in so far as
mobile phones are concerned. The personal, portable, and always-on feature
of Internet-enabled mobile phones together with camera and video recording
capabilities and location-based services applications can provide a secured
means of establishing direct contact with children for the purposes of sexual
exploitation.
1.5.5 Possible regulatory issues
A number of regulatory issues are raised when considering the second theme
underlying our thesis and that is, the adequacy (or inadequacy) of the existing
regulatory framework as an efficient protectionmechanism against the concerns
of the three Cs. Related to the second theme, we consider what might be a
better regulatory strategy to adopt for the protection of children and young
people. Wemention here three broad issues we regard as important in dealing
with the second theme. (1) the applicability of the conventional prescriptive
law approach to the non-physical environment of the Internet, (2) the
acceptance of ‘surrogate regulators’, and (3) a shift towards a culture of shared
responsibility. By a culture of shared responsibility, we mean inculcating a
culture by which there is an acceptance by the community and the relevant
stakeholders that the responsibility for protecting children and young people
is one that must be shared. The three issues are discussed in greater detail
in Chapters 6, 7, 8, 9, and 10.
94 Taylor, M., and Qualye, E., (2003), Child Pornography: An Internet Crime, Brunner-Routledge,
Hove and New York, N.Y.
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1.5.6 A two-folded problem statement
Taking into account the above observations, our two-folded problem statement
(PS) reads as follows.
PS1: Why is mobile communication technology via the use of new generation
mobile phones a threat in terms of content, contact, and commercialism
to children and young people?
PS2: How might we seek to address the inadequacies in the existing
regulatory frameworkwith regards to the protection of this vulnerable
group (children and young people)?
1.6 RESEARCH QUESTIONS
With the two-folded problem statement in mind, we would like to list a series
of research questions examining the possible means and consequences of
receiving unfavourable on-line activities to guide our research with respect
to PS1 and PS2.
From the observations given in Section 1.5, we formulate four research
questions (RQs).
RQ 1: What (sociological, cognitive, and psychological) impact does the rise
in the use of mobile communication technology have on children and
young people?
RQ 2: Towhat extent does the current regulatory framework protect children
and young people from harm and abuse? Or otherwise stated, how
adequate is that protection?
RQ 3: What lessons canwe derive from other jurisdictions in the formulation
of a viable regulatory strategy?
RQ 4: What are the important elements that should be included in the new
legal framework?
We remark that RQ1 deals with PS1 and that RQ2 to RQ4 concentrate on PS2.
Before we proceed further, we would like to stress that the thesis adopts a
multi-disciplinary character in that it touches on sociology, cognitive science,
and psychology. We do provide a caveat and that is, we do not profess to be
an expert in all the three domains, i.e., sociology, cognitive science, and psy-
chology but the impact is to be described in this form. Although we aim at
sociological impact, in this case, the other factors are involved. RQ1 focuses
in particular on the three main domains. Moreover, RQ2 to RQ4 can easily
be related to the second theme of our study as given at the beginning of this
Chapter – the legal part of our research. RQ2 considers the position in Hong
Kong, while RQ3 takes on an international comparison. RQ4 focuses on estab-
lishing elements for a viable regulatory framework for mobile content regula-
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tion that is applicable in Hong Kong as well as worldwide. All in all, the four
research questions will guide our investigations. In Section 1.8, we indicate
in which chapter the research questions will be addressed.
1.7 RESEARCH METHODOLOGY
With the four research questions inmind, this study follows a researchmethod-
ology that consists of five stages. They are: (1) an evaluation of the state of
art of the communication technologies and its expectations; (2) a literature
review and an analysis of the legal framework, (3) the evaluation of models
from other jurisdictions, (4) providing building blocks for a new legal frame-
work, and (5) developing a method of determining responsibilities and liabil-
ities. To be more specific and by combining the five methodological stages
into a research program in which we relate the stages with the RQs, we may
provide a scheme (see Figure 1.1).
RQ
Stages
RQ1 RQ2 RQ3 RQ4
State of the art, evaluation and
expectations X
Reviewing and analysing X
Evaluating other jurisdictions X
Identifying important elements in
designing a new legal framework X
Determining responsibilities and
liabilities X
Figure 1.1: The relations between RQs and the research activities.
1.8 THE STRUCTURE OF THE THESIS
The study consists of eleven chapters. Chapter 1 has an introductory nature;
it contains the problem statement and the four research questions as well as
the research methodology.
Since the thesis adopts a multi-disciplinary approach in that it briefly
examines issues in sociological, cognitive science, and psychological areas (first
part) and law (second part), the thesis is divided into two main parts. The
first part consists of Chapters 2 to 5.
Chapter 2 describes: mobile telephony and the telecommunication infra-
structure.
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Chapter 3 discusses:whether a convergence of technologiesmight stimulate
relevant authorities in addressing the inadequacies of the regulatory framework
with regards to the protection of children and young people.
Chapter 4 provides: an examination of the mobile phone’s role in modern
society, and the potential risks associatedwith the adoption and use ofmobile
phones by children and young people.
Chapter 5 examines: the impact of potential risks on children and young
people.
The focus of Chapters 6 to 10 is on the legal perspective. It investigates
the possible regulatory strategies and alternative regulatory regimes as follows.
Chapter 6 provides: an evaluation of the adequacy of the regulatory arrange-
ments adopted in Hong Kong to manage the risks.
Chapter 7 conducts: a comparative study of regulatory strategies adopted
in other jurisdictions.
Chapter 8 considers: regulatory paradigms.
Chapter 9 evaluates: regulatory strategies and regulatory alternatives, in
particular we examine the merits and demerits of a self-regulatory regime.
Chapter 10 continues: with a discussion of what measures might be more
appropriate taking into account (a) the intangible and fluid nature of the
environment, (b) the rapidness in the development of new technology, and
(c) the social and regulatory objectives of the state.
Chapter 11 contains: the answers to RQ1 to RQ4, the answers to PS1 and
PS2, as well as the conclusion. Moreover, future research is envisaged.
In Figure 1.2, we provide the relations between the Chapters, the RQs and
the PSs.
Chapter SOCIOLOGICAL LEGAL
RQ/PS 1 2 3 4 5 6 7 8 9 10 11
RQ1 X X X
RQ2 X X X
RQ3 X X X
RQ4 X X X
PS1 X X
PS2 X X
Figure 1.2: The relations between Chapters and the RQs/PSs.
